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INTRODUCTION

DIGITAL TRANSACTIONS

> Definition:
Digital transactions can be broadly defined as online or automated transactions
that take place between people and organizations—without the use of paper.

A digital transaction is a process by which transactions take place without the
use of cash. A digital transaction involves the collaboration of several parties including
largefinancial firms and a number of sectors within the economy.

Examples include swiping a debit card at a store, paying for a purchase online, or
transferring money from an app to your bank account. These kinds of transactions have
become increasingly prevalent and necessary asconsumers move from a cash-powered
economy to a digital one.

> Different terms:

Electronic payment.

Digital payment.
E-commerce payment system.

0
0
0
o Online transaction.

Electronic Digital
payment. payment.

E-commerce
payment
system.

Online
transaction.




> Different methods of digital transactions:

) Banking cards

) USSD(unstrucured supplementary service data)

} UPI(Unied Payment Inerface)

) AEPS(Aadhaar enabled Payment sysem)

) Mobile Wallets

) Point of sale macines(pos)

) Mobile banking

) Internet banking

> Advantages:

o Instant Payment. Electronic payments are much faster than the traditional
methods of payments such as cash or cheques.

o Higher payment security.

¢+  Better customer convenience.

¢+ Saves processing costs.

o Low risk of theft.

o Transparent.

o Contactless.

> Disadvantages:

o Not Traceable: The digital cash uses the internet, which makes traceability
difficult. Hence, the system provides anonymity. ...

o Forgery: Digital cash systems pose some unique risks. Since cash is digital, it
is likely that hackers might break into the system.

o Risk on identity theft is one of the major disadvantages of the cashless
economy in India.

o Exposes your personal information to a possible data breach.
o No alternative source of money in the case of technical issues or hacker
activity.




DIGTIAL TRANSACTIONS - FRAUDS

These are the following some digital transactions frauds:

o Frauds using online sales platforms. ...

o Frauds due to the use of unknown/unverified mobile apps. ...

¢ ATM card skimming. ...

o Frauds using screen sharing app / Remote access. ...

o SIM swap or SIM cloning. ...

+ Frauds by compromising credentials on results through search engines.

¢ Phishing scam - Fraudulent e-mail pretending to be from a bank (or other
legitimate business) and asking for you to log in or give your bank account
details orsecurity questions.

+ Bank account/Credit-card fraud - Your credit card number has been stolen
ormoney has been transferred or used without your permission.

+ Ransomware - malware which typically locks you out of your computer
untilyou give financial payment (or credit card details) to regain control of
your computer.

o [Fake website - Fraudulent website that may look like the legitimate bank,
asking to click the link and provide information.

o Financial scam (usually by email) - e.g. winning a lottery or being told
youhave inherited money and asked to provide financial information.

A) Scope of the study :

% We conducted the survey on 2 clusters in gandhinagagr area of gudur mandal
at tirupati district.

% In our team we have a total of 6 members . Each member in our team
collected the data from 25 households.

% Finally we conducted the survey on the total 150 households in gandhinagar
area of gudur mandal at tirupati district.




B) Objectives of the study :

% To study the awareness on digital transactions among the people of
gandhinagar.

% To understand the issues with digital transactions faced by the people in
gandhinagar area of gudur mandal at tirupati district.

% To create an awareness among the people in gandhinagar area about digital
transactions.

% To increase the number of digital transactions by the people as a part of
digital india.

% To create awareness on today's technology.

% To alert the people regarding online fraud.

C) Methodology :




To collect the data by preparing a questionnaire with 10 queries along with
subqueries and household details.

Below is the questionnaire format :

SKR Government Degree College, Gudur
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N

Registration No:
Group:
Semester:

Date:

Houschold Details:

House No. [Habitav'ward Panchayat
INO.
Post office Mandal District

Family Member Details:

SLNo | Name of the person Gender Age Education Profession

Digital Transactions:

Q1. How many of you use mohiles only for telephonic services? :
Q2. How many of you are having featured mobile phones with :]

mobile banking?

Q3. How many of you are having smart phones/tabs? :
Q4. How many of you are able 1o use computer/laptop? :
QS. How many of you know about internet? I:

Q6. Do you have desktop/laptop in your home? D Yes D No
Q7. Are you having bank accoum? [:] Yes D No
Q8. Did you perfarm digital transactions’ online payments”? Dch [:IN()

(If Yes, ask the following otherwise move to Q9)
Ba. Which of the following methods did you use?

[:]Tclcphunv: Banking D()nlinc Banking DMnbilc Banking (Using app)
8b. Do you think that using Internet banking makes your life casier?

[Jves [ ne

8c. Have you read the banks online security procedures? (This would have been sent to you in
the post or shown to you electronically when you signed up for your account or it's available
online.)

[ves [ ~e
Signature of the Mentor Signature of the Studemt

House Holder Signature and Name with date
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8d. Have you ever lost money due to digital fraud (e.g. Credit card stolen, online bank account
hacked)?

D Yes D No
8e. Have you ever had cash lost or stolen?
D Yes D No
8f. Identify the threats relating to digital transactions {Tick the required)

Phishing scam - Fraudulent e-mail pretending to be from a bank (or other legitimate
business) and asking for you to log in or give your bank account details or security guestions

DBankacoount/Ctedit-calufraad-chreditcardmmberhasbeenstolenormoneyhas
been transferred or used without your permission

Ransomware - malware which typically locks you out of your computer until you give
financial payment {or credit card details) to regain control of your computer

Fake website - Fraudulent website that may look like the legitimate bank, asking to click
the link and provide information

Dﬁmndalsczm(usuallybvema’l)~e.g,uinningabtteryorbeingtnldyouhaveinherited
money and asked to provide financial information

Dlhaveneverbeenavicﬁmofeiectrotﬁddigitﬂfmd_
DOther(pieasespedfv)
8g. Overall analysis of e-Payment (digital and online payment) systems.

Strongly Disagree Agree Strongly
Disagree Agree

e-Payment systems save you time and money.

e-Payment systems are better than cash

A digital customer has to be alert to security issues when
using e-Payment systems.

e-Payment offers a greater choice for consumer and
merchant in the way they send and receive payment.

e-Payment transaction costs are hidden from users.

Problems will not arise if your debit card is lost or stolen

e-Payment systems can be easily understood and readily
adopted.

Q9. If you have never used internet banking what are the main reasons? (Check all that apply)
] Never heard of Internet banking

Concerned about security (dont trust online banking)

Don’t get on with the technology

Don't see any real value in having this type of account

Too new. | would like to see how it works, then | may open an account

Not available through my bank

Other (please specify)

Q1lo. Did you hear about digital currency/ bit coins? [j Yes [:] No

000000

Signature of the Mentor Signature of the Student
House Holder Signature and Name with date




1. PROJECT SPECIFICATIONS




DATA ANALYSIS

Total number of households-25

Q1.  Number of people use mobiles only for telephonic services? 38

Q2.Number of people are having featured mobile phones with mobile banking?
27 :

Q3. Number of people are having smart phones/tabs?
34 .

Q4.Number of people are able to use computers/laptops?
1

Q5.Number of people know about the internet?
20

Q6. Is the household have a desktop/laptop?

Yes - 0

No - 25
Q7.Number of people having bank accounts?
Yes -25
No-0

Q8.Number of peple perform digital transactions/ online payment?
Yes-14

No-11

8a.Number of people using

Telephone Banking -0

Online Banking-0

Mobile Banking-5

Telephone and online banking-0

Online and mobile Banking-9

Telephone and mobile Banking-0

All-0

8b.Number of people think that using Internet banking makes your life easier?
Yes - 13

No- 1

8c.Number of people read the bank's online security procedures.

YES- 1




No- 12

8d. Number of people lost money due to digital fraud.

Yes-0

No- 14

8e.Number of people ever had cash lost or stolen.

Yes-0

No- 14

8f.Number of people having awareness about the below threats.

Phishing scam - 3

Bank account/Credit-card fraud - 1

Ransomware - 0

Fake website - 11

Financial scam (usually by email) - 2

e Number of people have never been a victim of electronic/digital fraud.
3 :

8g. Overall analysis of e-Payment (digital and online payment) systems.

1.e-payment systems save you time and money.

Strongly Disagree- 0

Disagree - 0

Agree - 2

Strongly Agree- 12

2.e-payment systems are better than cash

Strongly Disagree- 0

Disagree - 0

Agree - 2

Strongly Agree- 12

3.A digital customer has to be alert to security issues when

using e-Payment systems.

Strongly Disagree- 0

Disagree - 0

Agree - 13

Strongly Agree- 1

4.e-Payment offers a greater choice for consumer and

merchant in the way they send and receive payment.

Strongly - 0

Disagree- 0

Disagree Agree - 14

Strongly Agree- 0

5.e- payment transaction costs are hidden from users.

Strongly Disagree- 0

Disagree - 0

Agree - 14

Strongly Agree- 0

6.Problems will not arise if your debit card is lost or stolen.

Strongly Disagree- 0

Disagree- 14

Agree - 0

Strongly Agree- 0

7.e-payment systems can be easily understood and readily

adopted.

Strongly Disagree- 0

Disagree - 0

Agree - 14

Strongly Agree- 0

UY.NUMDET OT PeopIe Nave NEVET USEq IMIETTIET DANKING, WINdl dre e 1malr reasorns.




Never heard - 0

Don’t trust - 2

Technology fear- 4

No value - 0

Too new -0

Not available - 0

Other -0

Q10. Number of people hear about digital currency/ bitcoins.
Yes-0

No- 25




DATA ANALYSIS -TABLES AND CHARTS

COMPUTER AWARENESS IN THE AREA

ONLY FOR FEATURED SMART COMPUTER INTERNET
TELEPHONE PHONES PHONES KNOWLEDGE AWARENESS

38 27 34 1 20

COMPUTER AWARENESS IN THE AREA
40
N 35
30
0 25
20
0o 15
F 10
3 M Seriesl
u & S S
RS N & &
& ‘<<<y~ ég\
S N







	➢ Definition:
	➢ Different terms:
	➢ Different methods of digital transactions:
	➢ Advantages:
	➢ Disadvantages:
	DIGTIAL TRANSACTIONS – FRAUDS
	These are the following some digital transactions frauds:
	A) Scope of the study :
	B) Objectives of the study :
	C) Methodology :
	1. PROJECT SPECIFICATIONS

